[TamsiTKa 110 O€30MACHOCTH B UHTEPHETE.

C kakablM roaomMm Mosnoaexu B MHTEepHETE CTaHOBUTLCA bonbule, a WKONbHUKKA OO4HN
N3 cCaMbIX aKTUBHbIX MoSib3oBaTenemn PyHeTa. Me>i<,u,y Tem, NMOMNMMO OrPOMHOI0
KOonmnyecTtBa BO3MOXHOCTEWN, MHTEPHET HECET U npo6ne|v|b|. OTa namdaTKa AorkHa
NOMOYb Bam 1 Ballum aeTsm 6e30nacHO HaxoauTbCH B CETH.

KoMnbOTEPHbLIE BUPYCHI

KoMnbloTepHbI BUPYC — 3TO PA3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OTNNYUTENBHOM OCOGEHHOCTLIO KOTOPOU ABMAETCHA CMNOCOOHOCTb K pa3mMHOXeHU0. B
[IONONHEHME K 3TOMY, BUPYCbl MOTYT NOBPEANTb UM NONHOCTBI0 YHUYTOXUTL BCE
daiinbl U AaHHbIe, NOAKOHTPONbHbLIE NOMb30BaATEND, OT MMEHU KOTOPOro Gbina
3anylieHa 3apaxEéHHas nporpaMmMa, a Takke NoBpeauTb UMK JaXe YHUUYTOXUTb
onepaLMnoHHYI0 CUCTEMY CO Bcemu channamm B Lienom. B 6onbluMHcTBE crnyYyaeB
pPacnpoCTPaHSATCS BUPYCbl YEPE3 UHTEPHET.

MCTOI[BI 3alllUThI OT BPCAOHOCHBIX ITPOI'paMM:

« lMcnonb3yn coBpeMeHHble ONnepaunoHHbIE CUCTEMBI, UMEIOLLNE CEPLESHbIN
YPOBEHb 3aLLNTbl OT BPELOHOCHbLIX NporpamMm;

. [locTosiHHO ycTaHaBnuBam navtTu (UMdpPoBbIE 3annaTku, KOTopble
aBTOMaTUYECKN YCTaHaBMBAIOTCA C LieNbio 4opabTkn nporpammel) u gpyrue
oBHOBMEHNSA CBOEN onepaunoHHOn cuctembl. CkaumBam Ux TOMbKO C
odomumansbHoro canta paspadotumka OC. Ecnu cyliectsyeT pexmm
aBTOMaTU4YECKOro OOHOBMNEHUS, BKINHOYN €rO;

. PaboTan Ha cBoeM KOMMbOTEPE NOA NpaBaMm Nosfib3oBaTens, a He
aAMUHUCTpaTopa. OTO HE NO3BONUT BOMbLUMHCTBY BPELOHOCHbIX NPOorpamMmm
MHCTanNMMpoBaTbCA Ha TBOEM MEPCOHASTbHOM KOMMNbLIOTEPE;

« Kcnonb3yn aHTMBMPYCHbIE NMPOrpamMMHbIe NPOAYKTbl U3BECTHbLIX
npounsBoguTenen, ¢ asTomaTmyeckum obHosneHnem 6as;

« OrpaHnyb hmnsnyecknin OCTYN K KOMMAbIOTEPY ANA NOCTOPOHHUX NNLL;

« Kcnonb3yn BHewWwHMe HOCUTENN MHpOPMaLNK, Takmue Kak doneLuka, AUCK UIn
drann U3 nHTepHeTa, TONbKO N3 NPOepeHHbIX UCTOYHUKOB,

« He oTKkpbiBa KOMNbOTEPHLIE halnbl, NOSTydeHHble U3 HEHALEXHbIX
NCTOYHMKOB. [Jaxke Te paunnbl, KOTOpble Npucnan TBoW 3HaKOMbIN. Jlyylle
YTOYHW Y HErO, OTNPaBnan nn oH Tebe unx.

Cetn WI-FI

Wi-Fi — 910 He BUA nepeaayvm gaHHbIX, HE TEXHOMNOMUS, a BCero nuib 6peHa, mapka.
Ewe B 1991 rogy HuaepnaHackas komnaHus 3apernctpupoBana 6peHg « WECAy,
4yTO o6o3Ha4yano cnosoco4veTaHue «Wireless Fidelity», KoTopbIn nepeBoanTCS Kak
«becnpoBogHas TOMHOCTbY. [10 Hallero BpemMeHu gowna apyras abbpesnaTtypa,
KOTOpasa ABNsSeTcs Takomn e TexHonornen. 3to abbpesunatypa «Wi-Fi». Takoe
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Ha3BaHWe ObIf0 JaHO C HAMEKOM Ha CTaHOapT BbICLUMIA 3BYKOBOM TeXHMKM Hi-Fi, 4To
B NepeBoe 03Ha4vyaeT «BblCOKas TOYHOCTbY.

[a, 6ecnnaTHbIn NHTEPHET-OCTYN B Kade, oTensax n asponopTtax siBnaeTcd
OT/IMYHOWN BO3MOXHOCTbIO BbiXOAda B MHTEPHET. HO MHOrme akcnepTbl CYMTAIOT, YTO
obwepnoctynHole Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMN.

CoBeThl 10 6€30macHOCTH padoTe B 00MmEe0CTYITHBIX ceTsax Wi-fi:

. He nepepaBan cBoK NUYHYO MHGOpMauuio Yepes obwenoctynHole Wi-Fi ceTw.
PaboTas B HUX, XXenaTenbHo He BBOAUTb Naposnin JOCTyNa, NOrMMHbI U Kakne-To
HOMepa;

« Wcnonb3yn n obHOBNAN aHTUBUPYCHbIE NpOorpamMmbl 1 BpaHamayep. Tem
cambiM Tbl 06e3onacuilb cebsi OT 3aKkadkm BUpyca Ha TBOE YCTPOWNCTBO;

« [lpun ncnonbzosaHuun Wi-Fi otkntoumn goyHkumo «O6wmnn goctyn Kk oannam um
npuHTepam». [laHHaa yHKUMS 3aKpbiTa NO YMOSYaHUIO, O4HAKO HEKOTOpbIE
Nonb3oBaTenu akTMBMPYIOT €€ Ans yaobcTea ncnonb3oBaHus B paboTe unum
yuyebe;

« He ucnonbayn nybnunynbin WI-FI ana nepegaym nn4yHbIX aHHbIX, HAanpumMep
AN15 BbIXxo4a B coumarnbHble CETU UMK B ASTEKTPOHHYIO NMOYTY;

« Mnonb3yn Tonbko 3awmnweHHoe coeanHenue Jyepes HTTPS, a He HTTP, T.e.
npu Habope Beb-agpeca BBOAM UMEHHO «https://»;

« B mobunbHoMm TenedoHe oTkntoumn oyHkumo «loakntoveHmne Kk Wi-Fi
aBTOMaTmn4yeckn». He gonyckam aBToMaTM4E€CKOro NOAKIIOYEHNS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CouuanbHble CeTU aKTUBHO BXOAAT B HALLY XXM3Hb, MHOTME ntogun paboTaloT U XUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3apernctpuposaH Munnvapn YenoBek, 4To
ABNAETCHA OQHON ceabMOW BCeEX Xutenen nnaHeTtbl. MHOrme nonb3oBaTenu He
MOHMMAIOT, YTO MHOPMAaLUS, pa3MELLIEHHast MU B couManbHbIX CETAX, MOXET ObITb
HangeHa 1 ncnonb3oBaHa KeEM YrogHo, B TOM YMcre He obasaTenbHo ¢ 6rnarnmm
HaMepeHNAMM.

OCHOBHBIE COBETHI IO OE30ITACHOCTH B COLUATIBHBIX CETIX:

« OrpaHnyb cnucok gpysen. Y 1ebs B Apy3bsaxX HE JOMKHO BbITb CRy4YanHbIX U
HEe3HaKOMbIX Noaen;

« 3awmiian CBOK YacCTHYIO XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca,
AaTy TBOEro pOXAeHUs N OPYryo JIMYHYI0 MHopMaLno. 3r1I0yMbILLNIEHHNKN
MOryT UCNOMb30BaTb JaXe MHpopMaLmo 0 TOM, KaK Tbl U TBOW poanTENn
nraHMpyeTe NPOBECTN KaHUKYNbI,

. 3awmuian CBOK penyTauunio — 4EpPXKU ee B YACTOTE U 3agaBan cebe Bonpoc:
xoTen 6bl Thl, YTOBLI ApyrMe Nonb30BaTENM BUOENN, YTO Thl 3arpyxaeLlb?
[Mogyman, npexae Yem 4To-To onybnukoBaTb, HaNUcaTb U 3arpy3unThb;

« Ecnun Tl roBopuLb C NOgLMK, KOTOPbLIX HE 3HaELLb, HE NCMOSIb3YKN CBOE
peanbHOe UMS 1 OPYrYH0 NUYHYK UHOPMaLUK: UMSA, MECTO XUTESbCTBA,
MecTo y4ebbl 1 npoyee;
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. W3beran pasmelleHnus potorpacdun B MHTEpHETE, rae Thl N306paXkeH Ha
MECTHOCTU, MO KOTOPOM MOXXHO OMNpeaenuTb TBOE MECTOMONOXEHME;

« [lpwn pernctpauum B coumanbHOM CETU HeOB6XO0ANMO MUCMNONb30BaTb CrOXHbIE
naponu, coctosLmne n3 6yks 1 umdp 1 ¢ KONIMYECTBOM 3HAKOB HE MeHee 8;

. [ns coumnanbHOM CeTH, NOYThI U APYrnMX CanToB HEO6XOAMMO MCMNONb30BaTh
pasHble naponu. Torga ecnu Tebs B3nomatoT, TO 3NOYMbILLFIEHHMKM Nony4vaT
AOCTYN TOSbKO K 0QHOMY MECTY, a He BO BCE cpaay.

ONEKTPOHHbIE AEHbIN

OnNEeKTPOHHbIE AEHBIN — 3TO 0YeHb YA0OHbIV CNOco6 NnaTexen, oAHaKo CyLLecTBYOT
MOLLEHHVKN, KOTOPbIE XOTAT MNONMYYNTb 3TN AEHbIN.

aﬂeKTpOHHble AOeHblrn noABUIIMCb coBcemMm HeaaBHO U MMEHHO N3-3a 3TOIN0 BO MHOTNX
rocygapcreax o Cux nop He nporncaHo npo HMX B 3aKOHax. B Poccumn e oHu
q)yHKLI,VIOHVIpyPOT N O HAX yKe NPpornncaHo B 3aKOHeE, rge nx pa3gesialoT Ha HECKOJ1bKO
BWOOB — aHOHUMHbIE U HE aHOHUMHbIE. PasHnua B TOM, YTO @aHOHMMHbIE — 3TO Te, B
KOTOPbIX pa3peLllaeTcd nposognTb onepaunm oes VI,D,GHTVI(*)MKaLI,VIVI nonb3oBaTern4d, a
B HEAQHOHUMHbIX I/IJJ,eHTM(bl/IKaLI,VIM nonb3oBaTens aABnsieTcs obsazaTenbHON.

Takxke cnepnyet pa3findaTtb 3J1EKTPOHHbIE q)I/IaTHbIe OEeHbIN (paBHbI
rocygapcrtBeHHbIM BaJ'IPOTaM) N SNTEKTPOHHbIE Hed)I/IaTHbIe OeHblrn (He paBHbI
rocygapcCrtBeHHbIM BaJ'IFOTaM).

OcHOBHBIE COBETHI TI0 0€30macHO# padoTe ¢ ANEKTPOHHBIMU JICHBIAMHU:

o [lpuBskM K cHeTy MOBUITBbHBIN TeNedOoH. ATO caMbl YOOOHLIN 1 BbICTPLIN
cnocob BOCCTaHOBUTbL AOCTYN K cHeTy. [puBA3aHHbIN TenedoH NOMOXET, ecnun
3abypgellb CBOM MnaTeXHbIW Naposb UNn 3anaellb Ha CanT ¢ HE3HAKOMOro
YCTPOMNCTBA;

« Wcnonb3yn ogHopasoBble naponu. [Nocrne nepexoaa Ha YCUITEHHYHO
aBTOpM3aunto Tebe yxxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXkn Unv nepexsaTta
nnaTeXHoro naposns;

« Bbibepu cnoxHbin napone. MNpecTynHukam 6yaeT He NpoCTo yragaTb CrOXKHbIN
naposib. HagexHble napony — 3TO Naposnn, KoTopble coaepxat He meHee 8
3HaKOB U BKIHOYAKOT B cebS CTPOYHbIE M MPOMNUCHLIE OYKBbI, LINPbLI K
HECKOSIbKO CUMBOJIOB, TakMe KaK 3HaK gonnapa, pyHTa, BOCKNuuaTenbHbIA 3HaK
n T.n. Hanpumep, $tRONg!;;

. He BBOAM CBOM NMYHbIE AaHHbIE HA canTax, KOTOPbLIM HE JOBepSieLUb.

ANEeKTpoHHaa noyrta

ONEeKTPOHHAs NoYTa — 3TO TEXHOSNOIMS U NpeaocTaBndemMble el ycnyrm rno
nepechIsike N NONYYEHUIO AMNEKTPOHHbBIX COOBLLEHNI, KOTOPbIE pacnpenensatoTcs B
KoMnbtoTepHOM ceTn. OBbIYHO 3NEKTPOHHbLIN MOYTOBLIN AWK BbIFSAAUT CreayoLWmnm
obpasom: Mmsa_nosnb3oBaTens@umsa_aomeHa. Takke KpoMme nepegadm npocToro
TEeKCTa, MMeeTCs BO3MOXHOCTb nepeaaBsaTb dpaursbl.

OCHOBHBIE COBETHI 110 O€30MacHOM PaboTe C IEKTPOHHOM MOYTOM:
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. Hapo BbIGpaTb NpaBUnbHLIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbIN
BbI6Op BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO Nyylle A0OBEPATb TEM, KOro
3Haellb U KTO NepBbii B PEUTUHTE;

« He ykasbiBan B NIMYHOM NoYTE NUYHYKO MHOpMaUmio. Hanpumep, nydiue
BblOpaTb «My3blkanbHbI_haHaT@» nnn «pok2013» BMecTo «Temal3y;

. Vcnonb3yn AByxaTanHyko aBTopu3aumio. TO Koraa NoMMMO Naposns HYXXHO
BBOAMWTb KO, NpucbiniaemMbln no SMS;

« Bbibepu cnoxHbi naponb. [ns Kaxxaoro noYToBOro Awmka JOMmKeH ObiTb CBOM
Ha4EeXHbIW, YCTONYMBbLIN K B3STOMY Naporib;

« Ecnu ecTb BO3MOXHOCTb HanucaTtb CaMOMYy CBOW JIMYHbIW BONPOC, UCMOMb3YN
3Ty BO3MOXHOCTb;

« Kcnonb3yn Heckosnbko NOYTOBBLIX ALWMKOB. [NepBbin 4NA YaCTHOW Nepenucku
afipecatamu, KOTOpbIM Tbl AoBepsiellb. ITO 3MEKTPOHHbIN agpec He Haao
MCMNONb30BaTb MpU perucTpaunmn Ha popymax u canrax;

« He oTKkpbIBaun hansibl U gpyrue BNOXEHUA B NUCbMax AaXke eCrv OHU NpULLn
OT TBOMX Apy3en. Jlyylue yTOYHU Y HUX, OTNPaBnsanu Nu oHn Tebe atu dannsl;

. [locne okoH4YaHUs paboTbl HA NOYTOBOM CepBUCE Neper 3aKkpbiTUEM BKNALKM C
canToMm He 3abyab HaxaTb Ha «BbINTW».

KnbepoynnuHr unm BupTyansHoe nsnesartenbCTBO

KnbepbynnuHr — npecnegoBaHne coOObLLEHNAMU, coaepKaLMmn ockopbneHus,
arpeccuio, 3anyrmBaHue; XynmraHcTBo; couumanbHoe 60MKOTUPOBaHME C NOMOLLLbIO
pasnnYHbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00PHOE C KHOEPOYIITMHTOM:

. He 6pocanca B 6on. Jlyywmi cnocob: nocoBeToBaTbCs kak ceba BeCTh 1, ecnu
HeT TOro, K KOMy MOXHO 0BpaTuUTbCH, TO BHa4ane ycnokonTtbcs. Ecnu Thbl
Ha4YHeLlb OTBEeYaTb OCKOPONeEHNAMM Ha OCKOPOBIEHUs], TO TOMBKO eLle bonbLue
pa3oxKelb KOHAMUKT;

. YnpaBnau cBoen knbeppenytauunen;

« AHOHMMHOCTb B ceTU MHUMag. CyLLEeCTBYIOT CNOCODOLI BbISICHUTL, KTO CTOUT 3a
aHOHUMHbIM aKKayHTOM;

« He cTtont Bectn xynuraHckmin obpas BUpTyanbHOW XU3HU. HTEpHET onkeupyeT
BCE TBOW OENCTBMUS N COXpaHAET ux. YaanuTb nx Oyget kpanHe
3aTPyaHUTENBHO;

. Cobntogan cBon BUPTYanbHYH YeCTb CMONoAY;

« WrHopupyn eanHnyHbii Heratne. OgHopa3oBble ocKopOuTeNbHbIE COOBLLEHUS
nyJwe nrHopuposatb. OBbIYHO arpeccuns npekpallaeTcs Ha HavYanbHON
craguu;

. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLEHNAMU, B
coumanbHbIX CETSAX €CTb BO3MOXXHOCTb DNOKMPOBKM OTNPaBKM COOBLLEHUI C
onpeneneHHbIX aapecos;

. Ecnu Tbl cBUaeTens kmbepbynnuHra. TBom OeNCTBUS: BbICTYNUTb NPOTUB
npecrnenoBaTens, nokasatb eMy, YTO ero 4enUcTBus OLEHNBAOTCA HEraTuBHO,
nogaepXaTb XepTBY, KOTOPOW HY>XHA NcMxoriormyeckas NoMoLLlb, COODOLLNTb
B3pOCSIbIM O (DaKTe arpeCcCMBHOIO NoBeAEHUs B CETMU.
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MoOwunbHbIV TenedoH

CoBpeMeHHble cMapTdOHbI U NaHWeTbl cofgepaTt B cebe BnosiHe B3pOCSibin
doyHKUMOHar, 1 Tenepb OHN MOTYT KOHKYpPUPOBaTb CO CTaLMOHaAPHbIMU
KomnbloTepamn. OgHako, cpeacTs 3awmThl 49 No4OOHbIX YCTPOMUCTB NOKa OYEHb
Mano. TecTupoBaHne 1 NOUCK YA3BUMOCTEN B HUX NMPOUCXOOUT HE TaK MUHTEHCUBHO,
kak on4a MK, To ke camoe kacaeTcsa U MOBUNbHLIX NpUoxeHnn. CoBpeMeHHbIe
MOBGUNbHbIE Bpay3epbl y>Ke NPaKkTUYECKN OOrHaNM HacTOSbHbIE aHanorn, OgHako
paclumpeHme pyHKUMoHana Brne4veT 3a cobom 60MbLUYH0 COXKHOCTb U MEHbLLYHO
3alUMLLEHHOCTb. [laneko He BCce NPOM3BOAUTENN BbINyCKatOT OOHOBMNEHMS,
3aKpbIBaKOLIME KPUTUYECKMNE YSA3BMMOCTU OS5 CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI1 0€30MacHOCTH MOOMIILHOTO TenedoHa:

« Hwnyero He siBnaeTcs no-HacTosAweMy 6ecnnaTHbIM. byab OCTOPOXEH, BeAb
koraa Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbITbI
Kakne-To nnaTHble YCryru;

. [yman, npexage yem otnpasntb SMS, poTo nnu Bnaeo. Tol TOYHO 3HaeELb, rae
OHM ByayT B KOHEYHOM uTOre?

« HeobxogmMmo oBHOBNATL ONEpPALMOHHYIO CUCTEMY TBOEro CMapTdOHa;

« Mcnonb3ynm aHTUBUPYCHbIE NporpamMmbl 4na MOBUMNbHbBIX TENEdOHOB;

. He 3arpyxain npunoxeHnsa oT HEM3BECTHOIO UCTOYHMKA, BEOQb OHWU MOTYT
coaepaTb Bpe4OHOCHOE nporpaMMHoe obecrneyveHue;

« [locne Toro kak Tbl BblngeLb C canTa, rae BBOAWUI NUYHYKO MHOPpMaLNIO,
3amgu B HACTPOWKKM Bpaysepa 1 yganu cookies;

. [lepuoanyeckn NpoBepsIn KakMe nraTHble YCryrM akTMBMPOBaHbl HA TBOEM
HOMepE,;

. [aBan cBor HoMep MOBUITbHOroO TenedoHa TOMbKO MAAM, KOTOPbIX Thbl
3HaeLlb N KOMY LOBepsieLlb;

. Bluetooth gomkeH 6bITb BbIKOYEH, KOraa Tbl UM He Nonb3yelbes. He 3abbiBai
NHorga NpoBepPsITb ITO.

Online urpbl

CoBpeMEHHbIE OHJTANH-UIPbl — 3TO KPACOYHbIE, 3axBaThIBAKOLLME pa3BreyeHus,
006beaNHSIOLMNE COTHU ThICAY YETOBEK NO BCEMY MUPY. Urpokn nccnenyroT OaHHbIN
MM MUp, OBLLAKTCS APYr C APYrOM, BbINOSHAT 3a4aHus, CPpaXkaroTcs C MOHCTPaMM U
nony4aroT onbIT. 32 YAOBONLCTBME OHU NNATAT: NOKYNaKT AMCK, ONnavymMsatoT
aboHEMEHT nnn NpruobpeTaroT Kakne-To Onumm.

Bce aTu cpeactBa nayT Ha noagepkaHue U pasBuUTUE UMPbl, @ TaKKe Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCSH CUCTEMbI aBTOPU3aLINN, BbIMyCKaOTCA HOBbIE
natum (LMdpoBbIE 3annaTku Ans NporpamMMm), 3akpblBaTCS YsI3BUMOCTM cepBepoB. B
NOAOOHLIX Mrpax CTOMT onacaTbCsl HEe CTONIbKO CBOMX COMEPHMKOB, CKOMbKO Kpau
TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopm3auumn GonbLUMHCTBA Urp.

OCHOBHBIE COBETHI 10 0€30aCHOCTH TBOETO HUI'POBOI'O AKKAYHTA.
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. Ecnu gpyrom urpok seget cebst NNoxo unm cosgaet Tebe HeNnpUsSTHOCTN,
3abnokMpymn ero B CNNCKE NUMPOKOB,

. [loxanynca agMuHUcTpaTopam Urpbl Ha NIIOX0e NOBEAEHNE 3TOr0 UIPoKa,
XenaTesibHO NPUNOXUTb Kakne-To JokasaTenbCcTBa B BUAE CKPUHOB;

« He ykasbiBan nMyHy0 MHpopmaLumo B npochanse urpbl;

« YBaxaln gpyrux y4acTHMKOB MO Urpe;

. He yctanHaBnuean HeodmumanbHbIe NaTyn N Moabl;

« lMcnonb3yn CrioXHble U pasHble Naposu;

. [axe BO BpeMs Urpbl He CTOUT OTKMNOYaTb aHTMBUPYC. [1oka Tbl UrpaeLlb, TBOU
KOMMbIOTEP MOryT 3apasunTb.

QULLIMHI NN KpaXka NUYHbIX JaHHbIX

O6bI4YHOWM KpaXken AeHer N JOKYMEHTOB CEerofHs ye HUKOro He yamBufllb, HO C
pasBUTMEM NHTEPHET-TEXHONOIMI 31TI0YMbILLNIEHHUKN NEPEMECTUNNCE B UHTEPHET, U
NpOoAOomKalT 3aHMMaTbCs «obMMbIM» AenoM. Tak nosiBunacb HoBas yrpo3sa:
NHTEPHET-MOLLEHHMYECTBA UNN OULLKMHT, rMaBHas Lenb KOTOPOro COCTOUT B
NOSTy4EeHUN KOH(PUAEHUMANbHbLIX AaHHbBIX NONb3oBaTenen — NorMHoB 1 naponen. Ha
aHrnunckom asblke phishing Yitaetca kak puwmHr (ot fishing — pbIbHasa nosns,
password — napornb).

OcHOBHBIE COBETHI IO 00PHOE C PUITUHTOM:

. Cneaun 3a cBouM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOS aHKeTa Obina
B3flOMaHa, To Heobxoanumo 3abnokMpoBaTb ee 1 CoobLWUTL agMUHUCTPaToOpam
pecypca 06 9TOM Kak MOXHO CKopee;

« Wcnonb3yn 6e3onacHble BeO-canThl, B TOM YUCHE, UHTEPHET-MarasnHoB u
MONCKOBbLIX CUCTEM;

« Wcnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnun Teds
B3/IOMAlOT, TO 3/I0YMbILUIIEHHUKM MONy4YaT AOCTYN TOSMIbKO K OAHOMY TBOEMY
NPOdUNI0 B CETU, a HE KO BCEM;

. Ecnu teba B3anomanu, To HeobxoanMo NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble AobaBneHbl y Teb4a B Apy3bsaX, O TOM, YTO Teb4 B3fiomanu u,
BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinaTbCs Cram U CCbIfIKK Ha
OULLMHIOBbIE CaNThI;

« YcTaHoBM HagexHbin naposb (PIN) Ha MOBUNBbHbBIN TeNedoH;

. OTkntoum coxpaHeHune napons B bpaysepe;

« He oTkpbiBan dannbl 1 gpyrme BROXEHUS B MUCbMaXxX AaXe €Crv OHWU NPULLNK
OT TBOMX ApYy3eN. Jlyylle yToYHM y HUX, OTNPaBnsanm nu oln tebe atn pannoi,

LiIndopoBas penyrauns

LindopoBasg penytauus — aTo HeraTMBHaA Unn No3MTMBHaA MHOpMauus B ceTu O
Tebe. KomnpomeTtumpyrowas nipopmaumsa pasmeLLleHHasa B UHTEPHETE MOXET
cepbesHbiM 06pa3oM 0TPa3nUTbCHA Ha TBOEW pearibHOM Xun3HK. «Lndposas
penyTaumsa» — aTo TBOM UMUK, KOTOPbIN dhopMupyeTcs u3 nHcgopmarmm o tebe B
NHTEpPHETE. TBOE MECTO XNTENbCTBA, Y4ebbl, TBOE (PUHAHCOBOE MNOSOXKEHME,
OCODEHHOCTN XapakTepa 1 pacckasbl 0 6fIM3KNUX — BCE 3TO HaKanmnnBaeTcsa B CETU.
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MHorme noapoCTKM NErkOMbICIIEHHO OTHOCATCA K Nydnukaunm nn4yHon nHpopmaumm
B VIHTepHeTe, He NOHMMasa BO3MOXHbIX NOCNeaCTBUA. Thbl AaXe HE CMOXeELLb
aoragatbCsi 0 TOM, YTO dooTorpadusi, pasmeLlleHHasa 5 neT Hasag, ctana npuYMHOW
OoTKasa NpuHATb Teba Ha paboTy.

KommeHTapumn, pasmelleHne TBonx potorpacpun n gpyrme geuctemg MOoryT He
MCYE3HYTb axke Mnocre Toro, Kak Tbl UX yaanuvib. Tbl HE 3HaeLlb, KTO COXpaHUn 3Ty
MHJOOPMaLMIO, NMonasa Ny OHa B NOUCKOBbLIE CUCTEMbI U COXpaHMUNach Jiv OHa, a
rnaBHoOE: YTO NogyMatoT O Tebe OKpyKatoLee NAN, KOTopble HanayT U YyBUAOAT 3TO.
Hantn nHdopmauunio MHOMo fieT CNycTa CMOXET fobor — Kak U3 Aobpbix
NoBY)XAEHUN, TaK U C HAMEepPEHNEM NPUINHUTL Bped. OTO MOXET ObITb KTO Yro4HO.

OcCHOBHBIE COBETHI 110 3alIuTe U(PPOBOI penyTaIuu:

. [logyman, npexae 4yem 4TO-TO NyGrmMkoBaTtb U NepenasaTh y cebsa B Griore nnu
B coLMarnbHON CeTH;

« B HacTpoikax npocuns ycTaHOBM OrpaHUYeHNs Ha NPOCMOTP TBOEro npodouns
N ero CoOAepPXnMoro, caenan ero Torbko «4ns opys3en»;

. He pasmewan n He ykasbiBan MHOPMaLNIO, KOTOpast MOXET KOro-nnbo
ocKkopbnAaATb UnNn obuxaTb.

ABTOpPCKOE nNpaBo

COBpeMeHHbIe LUKOJNMbHNKN— aKTUBHbIE NOJ1b30BaTESIN Ll,I/I(prBOFO NPOCTpaHCTBAa.
OpgHako ganeko He Bce 3HatoT, YTO NoNb3oBaHUE MHOMMMU BO3MOXHOCTAMM
LI,VICt)pOBOI'O MUpa Tpe6yeT cobniogeHna npaB Ha MHTEJINTEKTYyallbHYHO CODOCTBEHHOCTb.

Tele/IH «UNHTEJIJIEKTYallbHaA COOCTBEHHOCTb» OTHOCUTCS K pa3nnMyHbIM TBOPEHNAM
yesyioBe4eckoro yma, Ha4ymHasd ¢ HOBbIX M306peTeHMVI N 3HaKkoB, 0603HaYaoLLNX
COOCTBEHHOCTb Ha NpPoAayKTbl N YCNyrn , n 3akaH4mMBasd KHUramu, cbomrpadavmmm,
KVIHOCt)I/IJ'IbMaMI/I N MY3blKalibHbIMU Mpon3BeJeHNAMN.

ABTOpCKME npaBa — 3TO NpaBa Ha MHTeNMeKTyanbHy0 COOCTBEHHOCTb Ha
Npou3BedeHNs Hayku, nuTepaTypbl U UCKyCcCTBa. ABTOPCKME npaBa BbICTYNaloT B
KayeCcTBe rapaHTuUM TOro, YTO MHTENSEKTYyanbHbIN/TBOPYECKUIN TPy aBTopa He byaeT
HanpacHbIM, JacT eMy cripaBeSiMBble BO3MOXHOCTU 3apaboTaTth Ha pesyrbTaTax
CBOEro Tpyaa, nosly4ymTb U3BECTHOCTb U Npu3HaHue. Hukto 6e3 paspelueHns asTopa
He MOXeT BOCMPOM3BOANTbL €ro NpousseneHne, pacnpocTpaHsaTb, NydnnyHo
AEeMOHCTpUpOBaTh, NpoAaBaTth, MMNOPTUPOBATb, NycKaTb B NpokKaT, Ny6riMyHo
MCMNOSHATD, MOKa3bIBaTb/MCMNOSTHATE B adhupe unu pasmewatb B IHTEpHeTe.

icnonb3oBaHue «NMpaTCKOro» NporpaMmMHOro obecrnevyeHns MoXXeT NPUBECTU K
MHOMMM pUCKaM: OT NOTEPU AaHHbIX K TBOMM akkayHTam 40 6r0KMPOBKM TBOETO
YCTPOMCTBA, rae yCTaHoBMNEHHbIN He neranbHas nporpamma. He ctont takke
3abbiBaTb, YTO CYLLECTBYET NneranbHble 1 6ecnnaTtHble NporpamMMbl, KOTOPbIE MOXHO
HanTU B CETW.
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